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ActiveAccess is a modular, multi-issuer authentication system for eCommerce transactions. It
supports 3D Secure authentication for American Express SafeKey, Discover ProtectBuy, JCB J/
Secure, Mastercard Identity Check, Verified by Visa (VbV) and Visa Secure in a single system,
allowing issuing banks to participate in any, or all, of the supported authentication schemes.
ActiveAccess supports two-factor authentication for 3D Secure based on devices such as SMS,
email, 00B, Decoupled Authentication and one-time password (OTP) devices.
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Product Architecture

This section describes the product architecture and its logical components. Understanding the
logical units of the application should help you with designing the actual implementation of the
product to meet the deployment and security requirements of your organisation.

In this guide we use the term server for any software component that can be accessed via a
client application, in a standard client/server architecture. To avoid any confusion we use the
term physical server when referring to the hardware itself.

Internal Components

= Main Components

The main components of ActiveAccess are:

+ Access Control Server
o Verify Enrolment Server
° Payer Authentication Server
o Authentication Server
o Challenge Server
o RMI Server
o AHS Client
o Rules Engine
o External Messaging Adapter
o Risk Engine Adapter
o Out of Band Authentication Adapter
° Decoupled Authentication Adapter
+ Administration Server
* Registration Server
* il Whitelisting Server

» Database Server

Server components are implemented as servlets that can be deployed to any one of the
commercial application servers supported by ActiveAccess.
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Access Control Server (ACS)

ACS is the authentication component of the system. It provides a facility allowing
communication and messaging with other authentication components during an authentication.

ActiveAccess ACS supports the 3-D Secure protocol.

3-D Secure 1 is an authentication standard for online eCommerce transactions introduced by
Visa and adopted by Mastercard, JCB, American Express and Diners Club International.

3-D Secure 2 is an update of the 3-D Secure 1 authentication standard, created by EMVCo to
support app-based authentication and integration with digital wallets, as well as a frictionless
authentication flow.

Verify Enrolment Server (3DS1)

Default port: Determined by the application server
Default path: Refer to the table in Access Control Server
Protocol: HTTP/HTTPS

Inbound connections: Directory server

Outbound connections: Database server

Other requirements: Must be able to access the HSM

The verify enrolment server is used in the 3-D Secure 1 processes. The verify enrolment server
consumes VEReq messages and generates VERes messages accordingly.

Note that any changes to the fully qualified URL of the verify enrolment server must be reported
to the 3-D Secure 1 providers in order to update the corresponding directory servers.

Payer Authentication Server (3DS1)
Default port: Determined by the application server
Default path: /acs/pa
Protocol: HTTP/HTTPS

Inbound connections: Cardholder's browser
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The payer authentication server is used for cardholder authentication in the 3-D Secure process.
The cardholder is redirected to the authentication server by the merchant plug-in during the 3-D
Secure process. The authentication pages are stored in the database and served via the
authentication server itself. The payer authentication server is responsible for the processing of
the PAReq and generation of PARes message pair in the 3-D Secure 1 process.

[ Authentication Server (3DS2)

Default port: Determined by the application server
Default path: Refer to the table in Access Control Server
Protocol: HTTP/HTTPS

Inbound connections: Directory server

Outbound connections: Database server, Directory server
Other requirements: Must be able to access the HSM

The authentication server is used for cardholder authentication in 3-D Secure 2 process. The
authentication server consumes AReq messages and generates ARes messages accordingly.
For each AReq that is received, if challenge is required, the authentication server generates and
RReq message to notify the directory server of the result of challenge, then consumes and RRes
message in response to RReq.

Note that any changes to the fully qualified URL of the authentication server must be reported to
the 3-D Secure 2 providers in order to update the corresponding directory servers.

3 challenge Server (3DS2)

Default port: Determined by the application server

Default path: /acs/ca

Protocol: HTTP/HTTPS

Inbound and outbound connections: Cardholder's browser, 3DS SDK app

The Challenge server is used in the 3-D Secure 2 process. The challenge server consumes CReq
messages and generates CRes messages accordingly.
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RMI Server

Default port: 4241 and 4242

Protocol: JRMP (TCP) |

Inbound connections: Other ActiveAccess RMI servers, MIA

Outbound connections: Database server, Other ActiveAccess RMI servers
Other requirements: Must be able to access the HSM

The RMI server is used to synchronise a cluster of ActiveAccess servers. This is mainly to notify
other ActiveAccess servers of changes in the settings of the cluster or to apply settings to
multiple ActiveAccess servers from a single ActiveAccess administration interface.

RMI server is used when ActiveAccess components are deployed on multiple servers or multiple
ActiveAccess servers are used for load balancing.

AHS Client (3DS1)

Default port: N/A

Default path: N/A

Protocol: HTTPS

Inbound connections: None

Outbound connections: Authentication history server, Database server
Other requirements: Must be able to access the HSM

In accordance with 3-D Secure 1 specification, a copy of transaction response (PARes) must be
sent to the card scheme's designated server known as the Authentication History Server (AHS).
The AHS client is responsible for sending the transaction record (PATransReq) to the designated
AHS server.

Note that some 3-D Secure providers may not require or support an AHS.
Rules Engine

Default port: None
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Default path: None

Protocol: None

Inbound connections: None

Outbound connections: Database server
Other requirements: None

The Rules engine is used for applying business rules for checking authentication requests
processed or transparently authenticated by local or remote authentication servers.

Authentication exemption rules for local and remote authentication servers are:

* Soft Launch List

* Merchant Whitelist

* Merchant Watchlist

* Location Watchlist

+ Domestic & International Transaction Amount Threshold

» Stand-In Transaction Threshold (remote authentication model)
Registration enforcement rules for local authentication servers are:

« Amount Threshold

* Merchant Blacklist
External Messaging Adapter
Default port: N/A
Default path: N/A
Protocol: HTTP/HTTPS
Inbound connections: N/A

Outbound connections: Centralised Authentication and Authorisation Service (CAAS), Database
server

Other requirements: Must be able to access the HSM
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The external messaging adapter manages the messaging requirements for connecting
ActiveAccess to the issuers' remote systems.

Risk Engine Adapter

Default port: N/A

Default path: N/A

Protocol: N/A

Inbound connections: N/A

Outbound connections: RESTful RBA adapters
Other requirements: N/A

The Risks engine is used for applying risk rules for checking authentication requests processed
or transparently authenticated by local or remote authentication servers. In an authentication, a
challenge may be necessary because the transaction is deemed high-risk, e.g. above certain
thresholds.

For risk assessment, ACS sends/receives proper data elements to/from risk assessment
systems via middleware.

There are two types of risk adapters available:

* Native API version of Risk Adapter

* Restful API version of Risk Adapter
Out of Band (OOB) Authentication Adapter
Default port: N/A
Default path: N/A
Protocol: N/A
Inbound connections: N/A
Outbound connections: RESTful OOB adapters

Other requirements: N/A
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The OOB is challenge activity that is completed outside of, but in parallel to, the 3-D Secure flow.

ActiveAccess performs Out Of Band (OOB) challenges through OOB adapters. OOB adapters
connect the existing OOB authentication system with ActiveAccess. During 3-D Secure 2
challenge flows where OOB authentication is required, the ACS will trigger the external OOB
process, perform interactions with the cardholder via the OOB adapters.

For this purpose, the ACS communicates with the existing OOB system via a middleware. This
middleware is the OOB adapter. The OOB adapter can either be loaded locally by the ACS (Native
API) or communicated with via HTTP calls (REST API).

Decoupled Authentication Adapter
Default port: N/A
Default path: N/A
Protocol: N/A
Inbound connections: N/A
Outbound connections: RESTful Decoupled adapters
Other requirements: N/A

Decoupled Authentication is authentication activity that is completed outside of, but in parallel
to, the 3-D Secure flow. ActiveAccess performs Decoupled Authentication challenges through
Decoupled Authenticator adapters. Decoupled Authenticator adapters connect the existing
Decoupled authentication system with ActiveAccess. During 3-D Secure 2 flows where
Decoupled authentication is required, the ACS will trigger the external Decoupled Authenticator
process, and perform interactions with the cardholder via the Decoupled Authenticator adapters.
For this purpose, the ACS communicates with the existing Decoupled Authentication system via
a middleware. This middleware is the Decoupled Authenticator adapter. The Decoupled
Authenticator adapter can either be loaded locally by the ACS (Native API) or communicated with
via HTTP calls (REST API).

Administration Server

The management and reporting utility for the system is the administration server used by
administrative users.

Default port: Determined by the application server
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Default path: /mia/

Protocol: HTTP/HTTPS

Inbound connections: Administrator browser (Issuer's admin staff and internal admin staff)
Outbound connections: Database server, Registration Server, RMI Server

Other requirements: Must be able to access the HSM

The administration server is used by technical and issuer and helpdesk staff who are in charge
of operations, maintenance and customer support. The administration server allows access to
various system and business settings, and cardholder information, transactions, reports and
logs.

Registration Server

A web service providing issuers the ability to enrol cardholders in real-time with the
authentication schemes.

Default port: Determined by the application server
Default path: /registration/
Protocol: HTTP/HTTPS

Inbound connections: Issuer's registration software (such as Card Loader utility), Administration
server

Outbound connections: Database server
Other requirements: Must be able to access the HSM
The registration API is used by issuers to register cardholders (pre-registration and final
registration models).
Whitelisting Server

A web service providing issuers the ability to see/remove cardholders’ whitelisted merchants in
real-time via the Administration Server and add cardholder’s whitelisted merchants in real-time
via the Access Control Server.
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Default port: Determined by the application server

Default path: /whitelisting/wl/api/merchant/

Protocol: HTTP/HTTPS

Inbound connections: Issuer’s software (such as issuer's website), Administration server
Outbound connections: Database server

Other requirements: Must be able to access the HSM

The Whitelist API is used by ActiveAccess and Issuers to manage cardholders' whitelisted
merchants.

Database Server
Default port: 1521
Default path: N/A
Protocol: TCP

Inbound connections: Authentication server, Verify enrolment server, RMI Server, AHS Client, Rule
Engine, External Messaging Adapter, Administration server, Registration server.

Outbound connections: None

Other requirements: None

M Logical View of ActiveAccess

The following diagram displays the logical view of ActiveAccess with the components explained
earlier on this page.
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Production Setup with Disaster Recovery

In this setup, the ActiveAccess application is setup on Application 1 and Application 2 servers,
using one database server (Database 1). Requests sent to the ACS will be forwarded to the
Application servers (Application 1 and Application 2), as configured by the load balancer.
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Both Application 1 and Application 2 servers will use Database 1. Database 2 is a replication of
Database 1, and is on stand-by. If connection to Database 1 fails, Database 2 will be used.
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Application 1 e Application 2
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Disaster Recovery

Production Setup with Clustering

In this setup, the ActiveAccess application is setup on Application 1 and Application 2 servers,
using two database servers (Database 1 and Database 2) which share the same storage.
Requests sent to the ACS will be forwarded to the Application servers (Application 1 and
Application 2), as configured by the load balancer.

All application and database servers are active. Application 1 and Application 2 servers will use
Database 1 and Database 2 based on the configurations and their ability to establish a
connection.
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Oracle RAC can be used for the database clustering.
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Hardware and Software Requirements

Minimum Hardware

Requirements

Hardware and Software Requirements

Processor - Intel® Xeon® X5550, or equivalent
-16GB RAM
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Minimum Hardware

Requirements

Hardware Security Module (HSM) - PKCS #11 enabled General Purpose HSMs (with the latest PKCS #11
driver
as recommended by the HSM vendor)

- Sun JCE (for testing purposes)

Software Requirements

JDK - Oracle JDK 1.8
-OpenJDK 1.8

Application Server - Apache Tomcat 8
- Apache Tomcat 9

- Oracle WebLogic Server 14c (14.1.1.0.0)

Database - Oracle 11g
- Oracle 11gXE
- Oracle 12¢
- Oracle 19¢

1. A proprietary wire-level protocol designed by Sun Microsystems to transport Java RMI. JRMP serves the same

function as IIOP, but also supports object passing. It is also referred as the "RMI transport protocol” for Java
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External Components

Installation of External Components

= External Components

+ Java Development Kit (JDK)
» Hardware Security Module

+ Application Server

* Oracle Database

» Two-Factor Authentication Devices

Java Development Kit (JDK)

JDK can be freely downloaded from Sun Microsystems at http://java.sun.com/. JDK must be
installed with the default settings. Follow the on screen installation instructions for the JDK to
complete the installation.

ActiveAccess requires the installation of Oracle JDK 1.8 or OpenJDK 1.8. It is generally advisable
that you install the latest minor version within a supported JVM.

You must only use one of the specified JVM versions. This is referred to as a compatible JDK in
this document. Note that a newer version of JVM may not necessarily be backward compatible.

Hardware Security Module

ActiveAccess supports PKCS #11 Cryptographic API. For installation of the HSM module, please
refer to your HSM manual.

/" Note

For testing purposes, you can use the Sun JCE provider, available during setup.
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Installing the HSM module

* The path of the PKCS #11 library file will need to be specified during ActiveAcces
installation.

* The slot number must be selected during ActiveAccess installation.

* The PIN created during the installation of your HSM will be required during ActiveAccess
installation.

/" Thales e-Security HSM

If you are using a Thales e-Security nShield HSM, the environment variable
CKNFAST_OVERRIDE_SECURITY_ASSURANCES is required to be set for key generation.

LINUX

» Edit the startup file (~/.bashrc)
+ Add the following to the end of the file:
export CKNFAST_OVERRIDE_SECURITY_ASSURANCES=all
+ Save and close the file.
+ Load the startup file using the following:
\$ source ./profile
« Verify that the variable is set by executing the following:
echo \$CKNFAST_OVERRIDE_SECURITY_ASSURANCES

The output should be all.
WINDOWS

+ In your system's Control Panel\System and Security\System, click on Advanced system settings link.

+ Click Environment Variables....

« In the System variables section, create a new environment variable:
Variable name: CKNFAST_OVERRIDE_SECURITY_ASSURANCES
Variable value: all

« To verify if the variable has been set, open a new Command Prompt window, and execute the following:
echo %CKNFAST_OVERRIDE_SECURITY_ASSURANCES%

The output should be all.
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Application Server

ActiveAccess supports Java Application Servers compatible with Servlet specification 3.0. Install
your preferred compatible application server with default settings. Please follow the installation
instructions from the application server's documentation.

:= Tomcat

Tomcat is freely available for download from Apache at http://tomcat.apache.org/.
« Install Tomcat with default settings. Please follow Tomcat installation instructions from the Tomcat
documentation.

« Tomcat HTTP server starts on port 8080 by default. In order to change the port settings edit Tomcat/conf/
server.xml

+ Update the following section in the configuration for this port number:

<!-- Normal HTTP Connector -->
<Connector executor="tomcatThreadPool"
port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" />

2" Note

If you are using Tomcat 7, the following init-param should be added to the JSP servlet tag ( <servlet-

name>jsp</servlet-name> )

<init-param>
<param-name>compilerSourceVM</param-name>
<param-value>1.7</param-value>

</init-param>

<init-param>
<param-name>compilerTargetVM</param-name>
<param-value>1.7</param-value>

</init-param>

Configuring SSL

ActiveAccess requires that communication between client and server uses HTTPS. Configure the
application server to run in HTTPS mode.
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:= Tomcat SSL Configuration

To configure Tomcat running in HTTPS mode, please refer to the following:
For Tomcat 8.0+: https://tomcat.apache.org/tomcat-8.0-doc/ssl-howto.html
For Tomcat 8.5+: https://tomcat.apache.org/tomcat-8.5-doc/ssl-howto.html

Please note Tomcat supports two modes of SSL Connectors: JSSE and APR, for which the configuration is different;
please refer to the relevant configuration sections in the above Tomcat documentation, for details.

An example configuration for JSSE SSL configuration taken from the Tomcat 8.0 documentation is provided below:
Create KeyStore (using Java Keytool):

« To create a new Java KeyStore from scratch, containing a single self-signed Certificate, execute the following
from a terminal command line:

WINDOWS
"%JAVA_HOME%\bin\keytool" -genkey -alias appserver -keyalg RSA
UNIX

\SJAVA_HOME/bin/keytool -genkey -alias appserver -keyalg RSA

(The RSA algorithm should be preferred as a secure algorithm, and this also ensures general compatibility with
other servers and components.)

This command will create a new file, in the home directory of the user under which you run it, named ".keystore". To
specify a different location or filename, add the -keystore parameter, followed by the complete pathname to your
KeyStore file, to the keytool command shown above. For example:

WINDOWS

"%JAVA_HOME%\bin\keytool" -genkey -alias appserver -keyalg RSA

\-keystore \path\to\my\keystore
UNIX

\SJAVA_HOME /bin/keytool -genkey -alias appserver -keyalg RSA

\-keystore /path/to/my/keystore

You will also need to reflect this new location in the application server's configurations, for example,
server.xml configuration file for Tomcat:
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:= Example

Configure the Tomcat connector (in the file TOMCAT_HOME/conf/server.xml)

<!-- Define a SSL Coyote HTTP/1.1 Connector on port 8443 -->
<Connector
protocol="org.apache.coyote.http11.Http11NioProtocol"
port="8443" maxThreads="200"

scheme="https" secure="true" SSLEnabled="true"
keystoreFile="${user.home}/.keystore" keystorePass="changeit"

clientAuth="false" sslProtocol="TLS"/>

Bypassing the HSM Password Dialog Box
ActiveAccess displays a dialog box for HSM password entry, when you start Tomcat.

* In order to suppress the dialog box and enter the password in the console, add the following
parameter to JAVA_OPTS in the catalina.sh file of Tomcat:

\-Dconsole

* Or alternatively, you can directly bypass the HSM password by adding the following line in
activeaccess.properties configuration file (located in the AA_HOME directory created during
installation):

HSM_PASSWORD= < password >

Replace < password > with the base64 encoded format of your HSM password.

@ Base64 encoding

For base64 encoding, the following command can be used in Ubuntu Linux to generate a base64 encoded
string with default settings:

echo -n 'YourPlainTextPassword' | base64
The output of the command above will be:

WW91c1BsYW1uVGV4dFBhc3N3b3Jk
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Increasing the Java Heap Size

JRE allocates 64MB of heap memory to a Java process by default. It is quite often necessary to
increase this rather conservative memory allocation for server applications.

:= Tomcat

To increase the heap size available to Tomcat add the following line to catalina.bat (Windows) or catalina.sh (UNIX):
set JAVA_OPTS= -Xms<min_heap> -Xmx<max_heap>
For example in order to set the minimum heap size to 256MB and allow the heap to grow up to 512MB use:

set JAVA_OPTS= -Xms256m —Xmx512m

Oracle Database

Character Set

The database character set must be AL32UTF8 to support all Unicode characters.
User Name and Password for a database

This is the user name and password that you use to access the database. You may set these
database user names to the same user (schema) that you have specified for the database owner
(The schema that holds all ActiveAccess database objects). However, if you wish to reserve the
database owner for administration purposes and set up a more restricted user for ActiveAccess
to access the database schema, please grant the following permissions to the restricted
database user:

These permissions require confirmation:
Objects: EXECUTE

PL/SQL: EXECUTE

Sequences: ALTER, SELECT

Tables: DELETE, INDEX, INSERT, REFERENCES, SELECT, UPDATE
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@ oracle 19¢

If you are using Oracle 19¢, add the following privileges for the database user before the installation of
ActiveAccess:

grant execute on DBMS_SCHEDULER to USERNAME;

grant create job to USERNAME;

/" Note

Please refer to your database server documentation for the installation and configuration of Oracle server.

Configuring DCD (Dead Connection Detection)

Set the optional parameter SQLNET.EXPIRE_TIME to 10 (for 10 minutes) in the sqlnet.ora
configuration file.

The configuration file is normally located at SORACLE_HOME/network/admin directory.

The value of this parameter determines how often SQL*NET attempts to verify that the
connection is still alive. This is to prevent shadow connections to be left open indefinitely.

There are a number of processes that hold a permanent or temporary lock on the database. If
the connection to database is abruptly terminated (network disconnected or the server is turned
off), the lock remains and will not be reclaimed by other competing processes. This affects
sending notification messages via email, scheduling card upload and user upload jobs or
registration services.

Configuring DCD ensures that this situation is automatically rectified after the specified time out.
Connection Pooling and Firewall

This section provides important operational information for proper configuration of the
environment, when the database server is behind a firewall.

ActiveAccess components use a technique known as connection pooling to improve the
performance of database related tasks. Connection pooling improves performance by reusing
previously established connections. However, this may cause a problem when the database
server is behind a firewall. The usual symptom is that the application appears to become
unresponsive or frozen after a long period of inactivity.
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This is due to firewall idle connection time-out setting. A firewall typically drops idle connections
after a configurable time-out has expired. This causes further data transmission through these
connections to be ignored by the firewall. Since most firewalls simply ignore the data packets
and do not respond, this leaves the sender in a state of wait. The length of this wait state
depends on the operating system's time-out setting. For Windows this is typically 15 seconds
while the default Solaris time-out is 8 minutes during which the application appears to be frozen.

To prevent this problem ActiveAccess and Activelssuer components close idle database
connections after 15 minutes. Make sure that your firewall time out setting is at least 1 minute
longer than the default application idle connection time out.

The default can be changed by setting the DB_IDLE_TIMEOUT configuration option (in seconds)
for each component.

Find Transactions Performance

The performance of transaction search can be greatly improved by analysing the
HISTORYSESSIONS table on a regular basis.
- 3 Run the following SQL commands on the database monthly:
analyze table HISTORYSESSIONS compute statistics;
analyze table CARD compute statistics for all indexed columns;
analyze table CARDDATA compute statistics for all indexed columns;
analyze table REQUEST compute statistics for all indexed columns;

Analysing a table can take a long time and puts extra load on the database. Analyse the tables at
a time when database activity is low.

Two-Factor Authentication Devices
SMS

SMS authentication is natively supported by ActiveAccess and does not require additional
software. However, ActiveAccess needs to be configured to send SMS messages using SMPP
protocol to an SMSC (SMS Centre). ActiveAccess supports SMPP-API-0.3.9.1. An SMSC is
normally a gateway to the mobile communication network provided by a Telco or third party
service provider.
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You need the following details in order to configure SMS authentication in ActiveAccess
administration:

Name: A unique name to identify this SMS centre in ActiveAccess

IP: The IP address of the SMS Centre

Port: The port which that SMS Centre is listening on

System ID: The username that is used by SMS Centre for authentication
Password: The password that is used by the SMS Centre for authentication

Sender's mobile number: The mobile number displayed to the message recipient.

2" Note

Note that to be able to send SMS with templates other than English language or using symbols in SMS Template,
you must set following system property in the TOMCAT_HOME/bin/catalina.bat or catalina.sh:

-Dsmpp.default_alphabet=ie.omk.smpp.util. UCS2Encoding

There are two ways to send OTP to SMSC:

MAILTO
IP: MailTo:SDEVICE_SERIAL_NUMBER@example.com

*$DEVICE_SERIAL_NUMBER will be replaced by ACS with the mobile number that is stored for the
card.

/" Note

To use this option, mail server must be configured in System Management > Settings.

SMS VIA JMS

* Approach 1:
IP: SmsViaJms:[IP_ADDR_STAND_ALONE_APP]

* Approach 2:
IP: SmsViaJdms
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/" Note

Note that to be able to send SMS with templates other than English language or using symbols in SMS Template,
you must set following system property in the TOMCAT_HOME/bin/catalina.bat or catalina.sh:

-Dsmpp.default_alphabet=ie.omk.smpp.util. UCS2Encoding

Email OTP

Email authentication is natively supported by ActiveAccess and does not require additional
software. However, ActiveAccess needs to be configured to send OTP via Email. You need the
following details in order to configure Email authentication in ActiveAccess administration:

Mail server address: The address of the mail server

Mail server port: The port which the mail server is listening on

Mail server username: The username that is used by the mail server for authentication
Mail server password: The password that is used by the mail server for authentication

Mail server protocol: The protocol that is used by the mail server for secure communications
over the network

Mail sender: The sender's name displayed to the email recipient.
VASCO
To enable authentication using VASCO tokens you need to:

« Install VASCO native libraries first.

+ Obtain a copy of Java library 'aal2wrap.java’ form VASCO and copy to the lib folder of your
ActiveAccess application server.

The native library should be accessible to the java application. For this purpose in UNIX the
variable LD_LIBRARY_PATH should contain the address of the native library which normally
is /opt/vasco/VACMAN_Controller-3.4/lib.

In Windows the address of the DLL file should be added to the PATH variable. Also the
VASCO token keys should be uploaded in the system. These files are provided by VASCO
with the devices and can be uploaded to ActiveAccess using the administration interface.

* Browse to System Management > Device Management choose upload file and then specify
the location of the file and relevant parameters.
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ooB

To enable authentication using OOB, register and configure adapters. For more information, refer
to Out of Band Authentication Adapter.

Decoupled Authentication

To enable authentication using Decoupled Authentication, register and configure adapters. For
more information, refer to Decoupled Authentication Adapter.
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Installation

Prerequisites

* Ensure that a compatible JDK is installed

* Ensure that the hardware security module is properly installed and configured

/" HSM keys

If this is a first time installation, ActiveAccess keys will be generated automatically.

For subsequent installations of ActiveAccess on other servers ensure that the AES (128 Bits) key alias
AA_MASTER has been transferred from the primary installation in the current instance of HSM used by the

ActiveAccess which is being installed.

* Ensure that the application server is properly installed and configured

* Ensure that the database server is properly installed and you have created a database for

ActiveAccess.

6 Database details

Have the database name, username and password and address at hand for the installation process.

Pre Installation Configurations

Upgrades

For upgrades from any version of ActiveAccess to the latest version of ActiveAccess, follow the

steps below.
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@ Before the upgrade:

1. Shutdown all instances of ActiveAccess, stop the current Tomcat servers.

2. Back up ActiveAccess directories, including the application server directories and configuration directories,
such as AA_HOME. Archive the ActiveAccess directory and store in a safe place. Do this for all instances of
ActiveAccess.

3. Back up the database. The upgrade contains schema level changes. You will not be able to roll back, unless the
database is fully backed up.

4. Back up all the HSM key data.

« .2 If you have previously deployed enrolment.war to your application server, you must
remove it.

For example, for Tomcat, go to TOMCAT_HOME/webapps, and remove the enrolment.war
file and the deployed enrolment directory.

* Go to TOMCAT_HOME/Ilib. If the following files exist, back up and remove them:
o gpcomp.pki-*.jar
o gpcomp.hsm-*.jar
° spp-*.jar
o nfjava-*.jar
o lunaprovider-* jar
o kmjava-*.jar
o kmcsp-*.jar
° jprov-*.jar
o commons-codec-*.jar
o aal2wrap-*.jar

« [ It is recommended to replace the HSM-related JAR files provided by ActiveAccess, with
the libraries provided by your HSM provider. Note that the name of the replacement JAR files
must be exactly the same as the name of the JAR files in the ActiveAccess installation
package. For example, the jprov.jar file thatis provided by your HSM provider may need
to be renamed to jprov-1.1.jar.
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Upgrades to v8.5.x and later

For upgrades to ActiveAccess 8.5.x and later, all clients must have PKCS #11 configured for
connectivity to the HSM (this excluses ActiveAccess installations with SunJCE).

« If your ActiveAccess installation already uses PKCS #11 ( HSMPROVIDER=PKCS11 ), no changes
are required. This would be the case if the first version of ActiveAccess that you installed

was 7.4.x or later.

« If your ActiveAccess installation does not utilise PKCS #11 (i.e. the first version of
ActiveAccess that you installed was version 7.3.x or older, with HSMPROVIDER=ERACOM ,
HSMPROVIDER=nCipherKM, or HSMPROVIDER=LunaProvider ), you must add the following
attributes in activeaccess.properties and set an appropriate value for them:

°© MASTER_HSM_LIB_DIR=
°© MASTER_HSM_SLOT=

°© PKCS11_CONFIG_FILE_PATH=

/" Note

If you are migrating to a new HSM device, the values set for the attributes MASTER_HSM_LIB_DIR,
MASTER_HSM_SLOT , and PKCS11_CONFIG_FILE_PATH must be for the new HSM device.

Upgrades from v7.x.x to v8.x.x and later

If you are upgrading from ActiveAccess v7.x.x, in addition to the upgrade steps above, follow the
steps below.

« An AA_HOME directory is required from which ActiveAccess will load the configurations it
requires for installation. Create a directory and set an AA_HOME environment variable to this
directory.

/" Note
Refer to your Operating System and application server documentation for any specific instructions for setting
an environment variable.

o AA_HOME can be set in Tomcat in catalina.bat/catalina.sh as JAVA_OPTS

o AA_HOME can be set in WebLogic in setDomainEnv.cmd or startWebLogic.sh

+ Add the following line in AA_HOME/activeaccess.properties
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HSM_PASSWORD= < password >

Replace < password > with the base64 encoded format of your HSM password.

Warning

After the installation, a new configuration file, activeaccess.properties, will be created automatically in the
AA_HOME directory. This new configuration file combines acsconfig.properties, miaconfig.properties
and regconfig.properties and these files will be removed during the installation process.

If you have configured any parameters that are not specific to ActiveAccess, you must take a back up of these
files before running the installation and move these parameters manually to activeaccess.properties.

New installations

« An AA_HOME directory is required from which ActiveAccess will load the configurations it
requires for installation. Create a directory and set an AA_HOME environment variable to this
directory.

/" Note
Refer to your Operating System and application server documentation for any specific instructions for setting
an environment variable.

o AA_HOME can be set in Tomcat in catalina.bat/catalina.sh as JAVA_OPTS

o AA_HOME can be set in WebLogic in setDomainEnv.cmd or startWebLogic.sh

« In the installation package, go to the ActiveAccess directory, copy activeaccess.properties
to your AA_HOME directory.

* Open activeaccess.properties and fill in the required configuration parameters.

« [ It is recommended to replace the HSM-related JAR files provided by ActiveAccess, with
the libraries provided by your HSM provider. Note that the name of the replacement JAR files
must be exactly the same as the name of the JAR files in the ActiveAccess installation
package. For example, the jprov.jar file may need to be renamedto jprov-1.1.jar.

Deploying WAR Packages

Download and extract the ActiveAccess installation package from GPayments MyAccount >
ActiveAccess > Download.
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Access Control Server, Administration Server, Registration Server and .= Whitelist Server are
distributed in the ActiveAccess installation package as WAR packages. To install these
packages, deploy acs.war, mia.war, registration.war and | whitelist.war packages from
ActiveAccess/files to your application server.

2’ Deployment mechanism

Depending on the application server, the deployment mechanism would be different.
For example:
For Tomcat, the war files should be copied to TOMCAT_HOME/webapps.

For Oracle WebLogic Server, extract .war files and use the extracted directory to copy them in autoDeploy directory,
or use the extracted directory in WebLogic's manual deployment (WebLogic console > domainStructure >
Deployments > install section).

Please refer to your application server's documentation for instructions.

Installation
To initialize the installation process, start the application server.
This process may take a couple of minutes to complete.

An installation log will be created in AA_HOME/logs/install_log.log.

© info

If you are using two different database users in setup (for db_owner and db_user ), from ActiveAccess v8.0.1
onwards, grant scripts are run automatically during setup and no longer need to be run manually.
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Warning

ActiveAccess modules have specific configuration files such as log4j.xml, sms_jms_config.properties, which allow
the client to customise various parameters based on their environment settings.

In some releases, new parameters are introduced or deprecated. The installer will compare the dates of the
configuration files in the installation package with the ActiveAccess working directory and raise warnings if there
are any differences.

Following each update/upgrade, the install_log.log file should be checked by the Admin for warnings in order to
ensure that no changes in the configuration files have been missed.

The warnings will appear in the following format:

The date or size of [full path of the config file in installation package]
is different from [full path of the config file in AA_HOME], compare the
content and make sure all the required and optional parameters are OK.

Installation of Individual Components

The Access Control Server handles greater loads than other components and may be installed
on a physical machine, dedicated to transaction processing.

Administration, Registration and = Whitelist servers are usually installed on the same physical
machine.

To install individual components:
* Ensure that you have the prerequisites properly installed and configured for each component
that is being installed individually.
* Deploy the component's WAR package to the application server.
o Access Control Server: acs.war
o Administration Server: mia.war
o Registration Server: registration.war
o .o Whitelist Server: whitelist.war
» Configure the installation parameters (AA_HOME directory and configuration file).
« Start the application server.

* Ensure that the AES (128 Bits) key alias AA_MASTER exists in the HSM.
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O Tip
If this is a first time installation, ActiveAccess keys will be generated automatically.

For subsequent installations of ActiveAccess on other servers ensure that the AES (128 Bits) key alias
AA_MASTER has been transferred from the primary installation in the current instance of HSM used by the

ActiveAccess which is being installed.

Rollback Process
In case you need to roll back to the previous version, follow the steps below:

1. Shutdown all ActiveAccess servers and stop the applications in the application server.

2. Restore the original database.

3. Restore ActiveAccess directories and deploy the previous version of the applications on your

application server locations.

Post Installation

« . If you upgraded to ActiveAccess v9.0.x from an older version, you must run the Migrate to
Data Key Utility and ensure the key migration process completes successfully.

/" Note

This utility does not need to be run for new installations of ActiveAccess v9.0.x.

Warning

It is strongly recommended to start the key migration process as soon as possible. Running this utility is
critical to upgrading to future versions of ActiveAccess. Old keys (RSA, CAVV, AAEV, HMAC, HMAC2586,
encryption keys) and old Issuer Signing Certificates will not be supported in future releases of ActiveAccess

beyond January 2022.

If you have any questions in regards to the above, please contact techsupport@gpayments.com.

+ On successful installation and when the application server is started, the internal
components are started on the default port. These components are:
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Access Control Server

Base URL: https://< server-address >:< port >/acs/

The following extensions can be added to the base URL:

Card Scheme 3DS1 VE/UE 3DS1 PA/UA 3DS2 AReq 3DS2 CReq
Verified by Visa/Visa Secure /vbv /pa /vbva /ca
Mastercard SecureCode/IDC /msc /pa /mca /ca
JCB J/Secure /jcb /pa /jcba /ca
American Express SafeKey /sk /pa /ska /ca
Diners Club International ProtectBuy /dc /pa /dca /ca

:= Example

Verified by Visa VE: https://< server-address >:< port >/acs/vbv

© info

The PA and CReq paths determine the ACS URL as seen by the user.

3DS Method URL: https://< server-address >:< port >/acs/tdsmethod

Monitoring the availability of ACS: https://< server-address >:< port >/acs/ping
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© info

If the ACS is up and running, a JSON message will be displayed, which reports the availability of Database as well
as the HSM. If the ACS is down, an error will be displayed. If Database or HSM is unavailable the value will be “not

connected” in displayed message.

JSON Response Elements:

Attribute Possible value

dbConnectionStatus - Connected
- Connection limit reached
- Can't establish connection
- Connection pool is not initialized

hsmConnectionStatus - Connected
- Not connected

:= Example

{"dbConnectionStatus":"connected""hsmConnectionStatus":"connected"}

Administration Server
Base URL: https://< server-address >:< port >/mia/

Monitoring the availability of MIA: https://< server-address >:< port >/mia/ping
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© Info

If the Administration Server is up and running, a JSON message will be displayed, which reports the availability of
the Database as well as the HSM. If the Administration Server is down, an error will be displayed. If the Database or
HSM is unavailable the value “not connected” will be displayed in the message.

JSON Response Elements:

Attribute Possible value

dbConnectionStatus - Connected
- Connection limit reached
- Can't establish connection
- Connection pool is not initialized

hsmConnectionStatus - Connected
- Not connected

:= Example

{"dbConnectionStatus":"connected""hsmConnectionStatus":"connected"}

Registration Server

Base URL: http(s)://< server-address >:< port >/registration/

© nfo

Entering the URL above in a browser will display the message:

The Registration Server has received a GET.

Your signed XML (application/xml) should be sent via HTTP POST.

Login to the Administration Server as Administrator and set the Registration server URL in the System
Management/Settings section to the base URL of the Registration server.

The Registration Server accepts HTTP Post commands for the purpose of uploading cardholder registration data.
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© Info

When using SSL, the Registration server certificate should be signed by a public CA. If you intend to use a self-
signed certificate or a certificate signed by a certificate authority other than commercially known certificate
authorities, you must import the CA's root certificate into the Administration server's TrustStore.

The Administration server TrustStore (cacerts) can be found in the config directory of the Administration server.
Export your CA root certificate as a DER encoded or Base-64 encoded X509 certificate and use Keytool to import
this into the cacerts file:

keytool -import -trustcacerts -alias myca -file cacert.cer -keystore cacerts -storepass changeit

Replace cacert.cer with the CA certificate file you wish to add to the KeyStore.

The following extensions can be added to the base URL:

Process URL Extension

Card registration requests /card

User registration requests /user
Notification report requests /notification
/" Note

The base URL can be used for card registration requests. Using the extension is optional.

Monitoring the availability of Registration: http(s)://< server-address >:< port >/

registration/ping
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© Info

If the Registration Server is up and running, a JSON message will be displayed, which reports the availability of
Database as well as the HSM. If the Registration Server is down, an error will be displayed. If Database or HSM is
unavailable the value will be “not connected” in displayed message.

JSON Response Elements:

Attribute Possible value

dbConnectionStatus - Connected
- Connection limit reached
- Can't establish connection
- Connection pool is not initialized

hsmConnectionStatus - Connected
- Not connected

:= Example

{"dbConnectionStatus":"connected""hsmConnectionStatus":"connected"}

Whitelist Server

Base URL: http(s)://< server-address >:< port >/whitelisting/wl/api/merchant/

Login to the Administration Server as an Administrator user and set the Whitelist server URL in
System Management/Settings to the base URL of the Whitelist server. The Whitelist Server
accepts HTTP Post commands for the purpose of adding/displaying/removing cardholder’s
whitelisted merchant data.
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© Info

When using SSL, the Whitelist server certificate should be signed by a public CA. If you intend to use a self-signed
certificate or a certificate signed by a Certificate Authority other than commercially known certificate authorities,
you must import the CA's root certificate into the Administration server's TrustStore. The Administration server
TrustStore (cacerts) can be found in the config directory of the Administration server. Export your CA root certificate
as a DER encoded or Base-64 encoded X509 certificate and use Keytool to import this into the cacerts file:

keytool -import -trustcacerts -alias myca -file cacert.cer -keystore cacerts -storepass changeit

Replace cacert.cer with the CA certificate file you wish to add to the KeyStore.

The following extensions can be added to the base URL:

Process URL Extension

Add Merchant request /add

Remove Merchant request /remove
Display Merchant request /getMerchant
Remove list of Merchant request /removelist

Display history of Merchant request /getMerchantHistory

Configuration Files

ActiveAccess Configuration File
AA_HOME/activeaccess.properties

The ActiveAccess Configuration file, activeaccess.properties, is automatically created/updated
by the ActiveAccess installation. Common options such as database information are required to
be configured during installation. The following sections document all the available parameters
in case you need to change the defaults.

Copyright ©2021 GPayments Pty Ltd. All rights reserved. Release Date: 06/09/2021 | AA Ver: 9.0.4 | Doc Ver: 9.0.4:2 Page 13



\ . iveA Confi tion Fil
f~ ActiveAccess N —

/" Note

ActiveAccess server must be restarted for changes to configuration files to take effect.

Common Configuration Parameters
DBNAME, DBOWNERPASSWORD

This is the database owner name and password that you use to create the database. When you
first set or change the database owner password, you may set it in clear text. You should also
add (PLAIN_TEXT=) to your configuration file.

/" Note

This parameter must always have a value.

DBUSERNAME, DBPASSWORD

This is the username and password that you use to access the database. In a simple
configuration this username may be the same as the database owner name. When you first set
or change the database password, you may set it in clear text. You should also add
(PLAIN_TEXT=) to your configuration file.

/" Note

This parameter must always have a value.

PLAIN_TEXT=

This instructs the server to read DBOWNERPASSWORD and DBPASSWORD in clear text and
replace them with the encrypted values.

DBURL

For Oracle the default URL is:

jdbc\:oracle\:thin\:\@127.0.0.1\:1527\ :0RCL
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Replace 127.0.0.1:1521 with the IP address and port number of the Oracle instance you have
installed. ORCL is the SID of the database and must be replaced with the SID you selected during
the installation of the database server.

DBURL=jdbc\ :oracle\:thin\:\@192.168.0.202\:1521\ :0RCL

DBDRIVER

For Oracle, leave the default value unchanged as shown below:
DBDRIVER=oracle.jdbc.driver.OracleDriver

INITIALCONNECTIONS
Specifies the initial length of database connection pool allocated by the application.
MAXCONNECTIONS

Specifies the maximum length of database connection pool that can be allocated by the
application.

WAITIFBUSY

Can be set to either true or false. The default is true. When set to true, connection requests
exceeding the maximum connections will be queue until a connection is freed. When set to false,
the application immediately returns an connection erorr if no free connection can be found in the
pool.

DB_IDLE_TIMEOUT

The database idle connection time out in seconds. Idle database connections are closed in the
application's connection pool after the specified time. The default is 900 seconds.

DBENCODED

If this parameter sets to false reading and writing to database is done in ISO-8859-1 character
set and ActiveAccess uses its own encoding (Default value is false). Otherwise database's own
encoding is used.

HSMPROVIDER

Used to specify the HSM provider name.
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For ActiveAccess instances which were originally installed prior to ActiveAccess v7.4.0, the value
would be nCipherKM for Thales e-Security, ERACOM for SafeNet, or SUN for Sun JCE. In
ActiveAccess instances originally installed after and including v7.4.0, this parameter would be
PKCS11 or SUN.

7 Note

This parameter should always have a value.

KEYSTORE_DIR

Used to specify the physical location of the HSM KeyStore (Thales e-Security or SunJCE). Use
forward slash as the path separator e.g.: KEYSTORE_DIR=c:/nfast/kmdata/local

PKCS11_CONFIG_FILE_PATH
Used to specify the path to the PKCS #11 configuration file with a .properties extension.

The contents of the configuration file should contain library, slot and name parameters.

/" Note

If this file does not exist, it will be generated automatically.

nShieldHSM

Only if you are using an nShield HSM, set the value to Yes. For all other HSM types, it should be
left blank.

HSM_PASSWORD

Used to set the HSM password in the configuration file. This option takes precedence over the
java option -Dcom.gpayments.hsm.password . The HSM password must be provided in base64
encoded format in both cases. Leave empty for a blank HSM password.

HSM_LIB_DIR

Used to specify the path of .dll or .so file which will be added to pkcs11config.properties file, if
the file does not exist.

HSM_SLOT
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Used to specify the slot number that will be added to pkcs11config.properties file, if the file does
not exist.

MASTER_HSM_LIB_DIR

Used to specify the path of .dll or .so file which will be added to pkcs11config.properties file, if
the file does not exist. This will be used for saving the Master Key in the HSM.

2 Note

This parameter is used for migration to HSM connectivity via PKCS #11.

MASTER_HSM_SLOT

Used to specify the slot number that will be added to pkcs11config.properties file, if the file does
not exist. This will be used for saving the Master Key in the HSM.

/" Note

This parameter is used for migration to HSM connectivity via PKCS #11.

HSMENCALIAS

When the MIA/ACS Settings Encryption Key is automatically or manually retired and replaced
with a new one using the PCIDSS Key Retiring Utility, the default key alias is changed. Therefore,
the new key alias is specified by HSMENCALIAS.

WS_POOL
Used to specify the size of WebSocket pool. The default value is 1000.
TOMCAT_KEYSTORE

Used to specify the path of the Tomcat KeyStore in case the timeout error fails with SSL
Handshake in browser-based authentication.

/" Note

Use forward slash as the path separator.

TOMCAT_KEYSTORE_PASS
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Used to specify the password of the Tomcat KeyStore in case TOMCAT_KEYSTORE is set.
TOMCAT_TRUSTSTORE

Used to specify the path of the Tomcat TrustStore in case the timeout error fails with SSL
Handshake in browser-based authentication and the SSL connection is not one-sided.

7 Note

Use forward slash as the path separator.

TOMCAT_TRUSTSTORE_PASS
Used to specify the password of the Tomcat TrustStore in case TOMCAT_TrustStore is set.
CARD_MOD_10_CHECK

Used to enable/disable mod 10 check when creating cards via the administration interface, for
testing purposes. It can be setto true or false. The default valueis true.

TESTING_MODE

Can be set to either true or false . Set it to true during certification testing. Default value is

false.

PROVIDER_TEST

Can be set to either true or false.Setit true during certification test only if the test card bin
is not supported in default providers.xml file. If set true providers_test.xml should be created and
placed at AA_HOME .

TEST_AUTH_SERVER

Set URL of authentication server. This parameter is developed to support UL tests.
ACS_REFERENCE_NUMBER_TEST

Set ACS reference number during certification test.

TIMEZONE_ID

Used to set the time zone of the application.

Copyright ©2021 GPayments Pty Ltd. All rights reserved. Release Date: 06/09/2021 | AA Ver: 9.0.4 | Doc Ver: 9.0.4:2 Page 18



\ . i fi jon Fil
f~ ActiveAccess etvetecsss Contauraton

Refer to ActiveAccess/timezones.txt which has a list of acceptable time zones.
i= Example

TIMEZONE_ID=Australia/Sydney

/" Note

This parameter should always have a value.

AMOUNT_FORMATTER

Used to set the reference for the transaction amount format in SMS, email, and authentication
pages. The default is STANDARD.

Values:

+ STANDARD: The US-English standard, which includes a comma as the thousands separator
and a dot as the exponent separator.

« LOCALISED: The local value derived from the installed server. In case the

user.language.format and user_country_format are not set, the default local of the
system will be used.

IGNORE_DTD_ORDER_3DS1

Used to enable/disable the checking of the order of the elements provided in 3DS1 requests. The
default is false.

Values:

« true: The order of the elements will not be checked.

- false: The order of the elements will be checked.
PURCHASE_DATE_ACCEPT_BALANCE

Used to configure the balance of the purchase date validation. The validation is disabled by
default, unless configured.

* Accepted range: 60 to 1440 (1 hour to 1 day in minutes).
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/" Note

This is a temporary parameter. The System admin or Issuer admin should configure this option on MIA.

Additional Administration Server Configuration Parameters
UPLOADCACHE_DIR

Used to specify a location to copy uploaded file that VASCO tokens fetched from it. Use forward
slash as a path separator e.g.: UPLOADCACHE_DIR=c:/tempdir

MAX_WARNINGS

Specifies the maximum number of warning messages that the administration server will
generate while processing VASCO token files before an error is returned. In other words, if
processing a VASCO file creates more warnings than this value, the server will terminate
processing of the file and will return an error response. If this parameter is not specified, a
default value of 50 is used.

Additional ACS Configuration Parameters
COMPUTERNAME

This is the computer name where the ACS is installed.
DOMAINNAME

This is the domain name where the ACS is installed. It must be resolved to an IP address and you
must add this host name to /etc/hosts orin Windows C:
\WINDOWS\system32\drivers\etc\hosts before installation.

BINDING_IP_ADDRESS
Used to define the binding IP address of ActiveAccess.
RMI_PORT

The RMI port of ActiveAccess. The default value for the RMI port is 4242. If you decide to change
the RMI port, you can edit this value at any time.

AHS_FLAG
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Used to enable/disable Authentication History Server. It can be set to either true or false. The
default value is true.

CACHING

This option specifies the caching mode for resources. The default is everyvisit.

DBENCODED

Can have two values Yes or No. If your Database is set to use encoding, set this option to Yes.
ZLIBOFF

It can be set to either true or false. When it is set to true, ACS does not inflate ZIP objects. The
default value is false.

Warning

This option is for test purposes only. Setting the options to true in production will cause interoperability problems
with other 3-D Secure components.
Additional Registration Server Configuration Parameters

VERIFICATION

Can be set to either true or false. When the verification is true, the registration server checks the
authenticity of XML messages by validating the XML signature. Disabling verification should be
avoided in a production system for security reasons.

REQUEST_LOGGING

Can be set to either true or false. Used to collect request debug information, intended for testing
purposes. This option should not be enabled in production environment.

MAX_WARNINGS

Specifies the maximum number of warning messages that the registration server will generate,
before an error is returned. In other words, if a message sent to the registration server creates
more warnings than this value, the server will terminate processing the message and will return
an error response. If this parameter is not specified the default value of 50 is used.

Notification Report Collector Job Parameters:
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Notification Reports are provided based on collected report files by the Notification Report
Collector Job on the Registration server. In order to configure this job to collect the required data
and cache report files, the following parameters must be set in activeaccess.properties:

LAST_REPORT_TIME

The last time that the notification report collector job was run
Format: DD/MM/YYYY

OFFICIAL_START_HOUR (Deprecated and is no longer used)

The hour that is used as the start hour of the day. Reports are collected based on this hour.
Values: 00..23 (default: 00)

OPTOUT_MODE

The flag that specifies whether report collector should collect the last cardholder opt out only or
all opt outs.

Values: LAST/ALL (default: ALL)

SCHEDULER_START_TIME

The time that the report collector job starts to collect reports based on LAST_REPORT_DATE
Format: HH:mm:ss GMT(+0:00) (default: -1 to disable job).

Example: Assume LAST_REPORT_TIME=02/02/2009, SCHEDULER_START_TIME=22:30:30, if
today is 05/02/2009, report collector starts at 22:30:30 GMT(+0:00) and collects reports from
02/02/2009 00:00 to 05/02/2009 00:00

7 Note

If SCHEDULER_START_TIME is set to a time in past, the job will be scheduled for tomorrow at the specified time.

NOTIFICATION_FILE_PATH
The path on the server which the report collector job will cache for the collected report files

The default path is a NotificationReport directory, located in the deployed directory of
Registration on your application server.
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NOTIFICATION_REPORT_LIFETIME

The life time of cached report files on the server in DAY. As soon as the report collector job
starts, it removes files if their life time period has already passed

Default: -1 to disable
NOTIFICATION_REPORT_REGEN_ISSUERIDS

A comma separated list of the IDs of the issuers that have retired their encryption key using
PCIDSS Retiring Utility. As the result of retiring the encryption key of an issuer, the pre-collected
notification report files are no longer valid. This list is automatically populated at the end of the
utility process to indicate that notification reports should be re-collected for the specified issuers
at the next run of the notification report collector job.

:= Example

NOTIFICATION_REPORT_REGEN_ISSUERIDS= 284357534937385611, 974922143261996848

Providers File

ActiveAccess requires the default card ranges of all providers in order to process incoming 3D-
Secure authentication requests. As card schemes may add new card ranges at any time, the
providers file allows for the additions to be made manually, when required. The following options
can be updated in providers.xml under the AA_HOME directory.

* Provider name, provider index, cname and provider ID: within the < providerinfo > element
for each of the providers, there are tags for the provider's name (< providerName >), index (<
providerindex >), card scheme authentication method (< cName >), and provider ID (<
providerld >). The following table shows the possible values for the aforementioned tags.

providerName providerindex cName providerld

Visa 1 vbv 2
Mastercard 2 msc 1
JCB 3 jcb 3

AMEX 4 sk 5
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providerName providerindex cName providerld

DinersClub 5 dc 6

« Card Range: the card ranges for each provider are included in the providers file, in the form
of minimum range and maximum range. The minimum range should always be lower than,
or equal to, the maximum range, with an equal number of digits. You can add any card range
to the providers file inside the tag, by copying the tag and inserting the new minimum and
maximum ranges. Make sure the newly added card ranges do not overlap with another
provider's card ranges. Furthermore, the tag indicates the required number of digits for card
numbers, which fall within the specified card range.

/" Note

If you want to update the providers file, make sure the xml format is followed closely, as any formatting issues may
result in ActiveAccess failing to start.

/" Note

Changes made to the providers file will not take effect immediately, unless the ActiveAccess server is restarted.
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About the Issuer Administration Server

The issuer administration server allows multiple issuers and the system operator to share the
same infrastructure and application while maintaining a completely separate view of the system.
It enables issuers and the system operator to configure the system for their own purposes
independently.

Access Levels

User access levels are controlled by assigning, one of six pre-defined, roles to the user. The user
role determines which menu items and functions are accessible by the user.

A read only option is available, for all user roles, for example, for users in support roles that are
not required to add records, edit details or upload files.

The access levels are:

[ J

== System administrator - the highest level of access in the system with access to system
management, issuer management, user management, cardholder management, transactions,
reporting and audit logs.

. . . . . .
= |ssuer administrator - provides access to member bank configuration options, cardholder
management, transactions, reporting and audit logs for one, or a group of issuers.

®
= |T security - provides dedicated access to audit logs, for one or a group of issuers.

[ 4
=~ Member administrator - provides dedicated access to the Admins section (administration
user management), for one issuer or an issuer group.

Business administrator - business level of access to the system provides access to
cardholder management, transactions, reporting and audit logs, for one issuer or an issuer

group.

4 . . . .
== Helpdesk - provides cardholder management and transactions, for one issuer or an issuer
group for helpdesk users.
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Logging In and Logging Out
Login

To login to the ActiveAccess administration interface you must be previously registered as an
administrative user and know your Username and Password. You must also have access to the
required one-time passcode, if two-factor authentication is enabled for your user account.

« From your Web Browser make a connection with the Intranet and access the ActiveAccess
login page.

The ActiveAccess administration Login screen is displayed.

Warning

If you have forgotten your password, contact your system administrator.

If security has been compromised (such as when you suspect another person has logged in using your
username and password) you can login and then change your password using the Edit Profile link situated on
the top banner.

7 Note

If you experience login issues after an upgrade, clear your browser's cookies and try again.

* Enter your Username and Password.

©® nnfo

Both Username and Password are case sensitive.

* Click the Login button.

* ActiveAccess supports two-factor authentication for logging into the Administration Ul. By
default, users are not forced to use two-factor authentication, unless this feature has been
enabled during user creation or has been set up by the user in Edit Profile.

/" Note

To enable this feature, email notification messages must be enabled and configured in Settings.
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If two-factor authentication login is enabled for your user account, enter your one-time
Passcode.

@ Google Authenticator for two-factor authentication login

To use this feature, you must have Google Authenticator installed on a mobile device and have the provided QR

code scanned on the app.

If a System Administrator enables this feature for a user, the QR code will be sent to the user's email address.
If a user enables this function for their own account, the QR code will be displayed when enabling the feature.

Refer to Install Google Authenticator for setup instructions of Google Authenticator.

* Click the Login button.

Upon entering your username and password (and passcode, if required) successfully, you
are verified and the first admin page will be displayed. The page that you see will depend on
the access rights assigned to your username (system administration, issuer administration,
business administration, IT security, member administrator or helpdesk).

/" Note

If the user logging in does not belong to an Issuer or Issuer Group with a valid license installed, they will not be
able to access any administration pages and will be shown the following message:

The user ‘'username’ does not belong to an Issuer or Issuer Group with a valid 3-D Secure enabled or Device

enabled license installed.
Please contact your System Administrator.

Logout

When you have finished using ActiveAccess administration, it is important that you logout from
your account, to prevent other users from performing tasks with your username and access level
privileges. The Logout function is accessed via the Logout link displayed on the right of the title
bar area.

Warning

It is also important that you logout while leaving your PC unattended.

* Click the Logout link.
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The Administration Login screen is displayed.

* You may now close your browser window.

Issuer Administration Environment

Issuer Administration Environment

The appearance of the issuer administration pages is consistent throughout, with each being

made up of a number of common components.

A banner area at the top of the screen displays the access level and the username of the user

currently logged in; the system version; Time zone, Edit Profile and Logout links; and the main
menu items as tabs.

Clicking on a menu tab displays the sub menu options on the left side of the page, with the first
sub menu item highlighted.

Clicking on the required sub menu option displays the first page for that sub section.

The following example shows the key features of an typical ActiveAccess Administration page.

Menu

Access level of

administrative user

currently logged in

Current Tab currently logged in

selected

Usemame of administrative user

Time zone Change USEL Version

Talbs

Password Lin
}

Current

<
=

System Management

New Card

Current
Menu Selection

Absence of New...
menu options and
Apply buttons indicate
Read Only access

Card Details
Issuer:
BINs:
Card ID:
Status:
BIN Status:
Enrolment:
Pre-registration date:
Registration date:
Authentication method:
Card number:
Name on card:
Expiry date:
Internet PIN:
Number of ADS Cancellations:
ADS proof of attempts granted:
PAM:
Question:
Answer:

Assigned Devices

Account History

| | |
[securty\ Servers Lyuttes \issoers Y Roies Y e T Fromsacions L meporis{ avar oo

Any Bank

412345, 512345

1

Enabled ¥

Enabled

Pre-registered
12/06/2019 - 16:09:29
N/A

SecureCode

5123 45XX XXXX 1111
JO CITIZEN
04/2023 (mm/yyyy)

| Apply B Back |

——

Version 9.0.0

Read Only field

Read/rite field

Mandatory field

Field filling instruction

Link to other details

Action buttons
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Issuer Administration Options

Use the menu tabs on the ActiveAccess Issuer Administration title bar to access the
administration options. The complete set of options available is:

+ System Management - set up and maintenance of system settings, issuer administration
servers, issuers and issuer groups, issuer certificates, authentication management, issuer
public and encryption keys, exchange configuration and archive management.

« Security - set up and maintenance of issuer signing certificates, Authentication History
Server (AHS) certificates, CAAS (Remote Issuer) certificate, Issuer SDK certificate, Directory
Server certificate, OOB Certificate, Risk Certificate, Decoupled Authenticator certificate, and
trusted Certificate Authorities (CA).

* Servers - set up and maintenance of ACS, Administration, Authentication History Servers and
CAAS Servers.

« Utilities - upload, manage and run system utilities.

« Issuers - set up and maintenance of specific member bank details including card details,
rules, custom pages and key management.

* Rules - set up and manage business rules and the settings for risk based authentication.
+ Admins - set up and maintenance of ActiveAccess administrative users.
« Cards - registration and maintenance of individual cards.

* Transactions - for accessing transactions, when required for cardholder support purposes,
dispute resolution, etc.

* Reports - provides reports for card, enrolment and merchant activity, authentication,
purchase volume, devices, admins and summary reports.

+ Audit Log - provides a record of administrative user activity. It includes an extensive log of
critical actions performed by the administrative staff.

o Tip

The audit log section is available to system administrators and issuer administrators only. System administrators
have access to an audit log of all events and issuer administrators have access to events relating only to their
specific issuer or issuer group.
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About System Management

System Administrators only

This section is used for setting up and maintaining system and ACS settings, Issuers and Issuer
groups, settings for authentication devices, RBA, OOB and Decoupled Authenticator, Issuer public
keys, exchange configuration and transaction record archiving. It has the following menu
options:

- Settings - stores general settings for automatic logout idle time; maximum unsuccessful
login attempts permitted; automatic unlock lag mktime; maximum number of concurrent
logins allowed; and the password policy parameters for admin users.

+ ACS Settings - Access Control Server and Remote Access Control Server related settings.

* Issuer Management - for setting up and maintaining Issuers and Issuer BIN ranges and
viewing Issuer groups.

+ Group Management - for setting up and maintaining Issuers groups and viewing group
members

« Authentication Management - has settings for:

o Device Management - for finding, setting up and managing devices used for
authentication.

o Risk Management - for managing risk chains and risk adapters used in 3DS2 risk based
authentication.

o 0OB Management - for registering and managing the OOB adapters used for performing
Out of Band (O0B) authentication challenges.

o Decoupled Authenticator Management - for registering and managing the Decoupled
Authenticator adapters used for performing Decoupled authentication challenges.

* Public & Encryption Key Management - for defining or updating Issuers' public and
encryption keys, which are used to validate and decrypt registration APl messages signed/
encrypted by the Issuer.
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. Exchange Configuration - for displaying automatically downloaded external currency
exchange rates and manually creating currency exchange values for rates not available on
the automated list.

* Archive Management - for setting up automatic transaction record archiving.
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Settings

System Management > Settings

This section is used to specify and maintain general configuration parameters such as automatic
logout idle time; maximum unsuccessful logins permitted; automatic unlock lag time; maximum
number of concurrent logins allowed; and the password expiry period, etc.

Use the following fields to complete this page:

+ Automatic Logout time in minutes
Acceptable range: 0 to 240
Default: 20 min

Warning

Setting this field to 0 disables the automatic logout mechanism and is not recommended.

If an administrator account remains idle for the specified period of time it will be
automatically logged out.

« Maximum unsuccessful attempts permitted for user logins.
A greater number of unsuccessful login attempts will result in the administration account
being locked, restricting further access to the account.
Acceptable range: 0 to 9
Default: 3

Warning

Setting this field to 0 disables the automatic locking mechanism and is not recommended.

+ Automatic unlock time in minutes.
The amount of time after which a locked administrator account is automatically unlocked.
Acceptable range: 0 to 1440
Default: 0, which disables automatic unlocking such that all locked accounts have to be
manually unlocked by another administrator user with the same or higher access level.

+ Maximum concurrent logins permitted for MIA admin users
Acceptable range: 0 to 9
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Warning

Setting the number of concurrent logins to 0 will prevent more than one user logging in at the same time and is

not recommended.

* The administration user Password policy is set using the following fields:

o Password expiry period determines how often MIA administration users are required to
change their MIA login password
Acceptable range: 0 to 365

o Minimum password lifetime determines the minimum number of days MIA
administration users are required to wait before they can change their MIA login
password again.

Acceptable range: 0 to 90

o Minimum password length
Acceptable range: 0 to 32
0 indicates no minimum length

o Minimum password numeric characters required
Acceptable range: 0 to 32

o Minimum password uppercase characters required
Acceptable range: 0 to 32

o Minimum password lowercase characters required
Acceptable range: 0 to 32

o Minimum password special characters required
Acceptable range: 0 to 32.

/" Note

The total number of characters entered for Minimum password numeric characters, Minimum password
uppercase characters, Minimum password lowercase characters and minimum password special
characters must be less than or equal to the Minimum password length.

* Registration server URL is the URL of the registration server used to send final and pre-
registration requests to the registration server when issuers upload card data files.

« [.© Whitelisting server URL is the URL of the whitelist server used to send add, remove,
remove list, get merchant, and get merchant history requests to the whitelist server.
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. Time zone is is displayed on the system administration menu bar, from where it can be
modified at any time, as and when appropriate. The default time zone is set when the
application is installed.

All reports and results of searches will be based on the time zone specified on the menu bar
at the time of the report or search.

- Disable admin account if inactive for more than a specified number of days.
Acceptable range: 0 to 365.
The system will disable an admin account if it has not been accessed for more than the
specified number of days.
To disable, set to 0.

+ AHS timeout in seconds
Acceptable range: 0 to 3600
This defines the maximum amount of time the ACS will wait for the Authentication History
Server to respond. If a response is not received within the expected time, the ACS will re-
schedule the AHS transaction for a later time.

« Show for the following access levels checkboxes determine which administrator user roles
are able to view Card Number (plain text) and AAV/CAVV/AEVV.
By default, card numbers are masked and AAV/CAVV/AEVV is hidden.

* Enable manual ACS restart checkbox if you want to defer application of changes that require
a restart to the next time the server is manually restarted.
When this option is selected, if changes require the system to be restarted to take effect, you
will be prompted that a restart is required. You can choose to defer the restart or select the
option to

+ Enable email notification messages checkbox if you want the system to send email
messages to administrators for two-factor authentication login or notifications such as
expiring license keys.

You will need to configure the mail server settings for this feature to work.
* Mail server address, Mail server port, Mail server username, Mail server password and Mail

server protocol are used to record the address, username and password of an outgoing
SMTP mail server.

2 Note

The sender of the notification messages will be the main administrator user (administrator). Make sure that
you have specified a correct email address for this user (use Edit Profile link, while logged in as the
administrator).
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/" Note

You can test mail server settings by clicking on Send Test Message link. The link will appear once you have

entered mail server settings and applied the changes.

* Log level determines the amount of information generated and routed to console and log

file.
Changes to log level take immediate effect.

The options are:
o All: includes any information that can be generated by the application.

o Debug: information regarding more frequent and minor operations of the system or

further.

o Info: (Default) important information regarding the normal operation of the application

or significant events.

o Warn: warnings are minor errors that may not affect the operation of the system at all.
For example a missing feature or component that may not affect the system if you are
not planning to use its related functionality.

o Error: log errors that may affect performance or operation of the system but do not
necessarily prevent the system from operating. Logs incorrect behaviour of external
components and systems outside the control of the application.

o Fatal: logs severe problems, imminent system failure, application or component crash.

o Off: Logging is disabled.

ActiveAccess currently logs information in a subset of the above levels at Fatal, Error, Warn,
Info, and Debug levels. Note that each higher level is inclusive of the messages of lower
levels. For example when you set the log level to Warn, you will also see Error messages.

2" Database-related log level

Changing the value of the Log level field in System Management > Settings will apply it to all categories,
except DBSettings, which is used for database-related logs. If required, you can update the priority value
for all instances of the DBSettings category in AA_HOME/log4j.xml.

The acceptable values for DBSettings log level are OFF, INFO, DEBUG and TRACE. The log level is set to OFF
by default.

* Apply button to save changes.
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ACS Settings

3D Secure 2 settings added

System Management > ACS Settings

The ACS Settings section is used to set local and remote (CAAS) Access Control Server options.
Use the following fields to set ACS settings:

* ACS reference number
Displays a unique reference number provided by EMVCo to ActiveAccess.

» Select Local or Remote (CAAS) from the Authentication server drop down list.
3-D Secure 1 Settings
+ ACS URL is the fully qualified URL of the Access Control Server's Payer Authentication (PA)

processing page, as seen externally.

The ACS URL specified here is passed to the merchant MPI as part of the ACS response to
the Verify Enrolment (VEReq) message and is used by the merchant to transfer the session
to the ACS for authentication of the cardholder.

The default path for the ActiveAccess PA processing page is /acs/pa.

:= Example

If you have installed ActiveAccess on the web server available on https://www.authenticationserver.com/ you
should set the ACS URL to hitps://www.authenticationserver.com/acs/pa

* Process timeout in seconds
Defines the maximum amount of time a cardholder has to complete their authentication. If
the cardholder does not complete the authentication within the prescribed time, ACS returns
a session timeout error.
Acceptable range: 60 to 9000

* Relative timeout in seconds
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Determines the amount of time a cardholder has to complete a single page, however, the
total time to complete the whole authentication process may not exceed the Process
timeout.

Acceptable range: 60 to 9000
3-D Secure 2 Settings
* ACS challenge URL is the fully qualified URL of the Access Control Server’s Challenge (CReq)

processing, as seen externally.

The ACS URL specified here is passed to the 3DS Server as part of the ACS response to the
Authentication Request (AReq) message and is used by the 3DS Requestor to transfer the
session to the ACS for authentication of the cardholder.

The default path for the ActiveAccess CReq processing page is /acs/ca.

i= Example

If you have installed ActiveAccess on the web server available on https://www.authenticationserver.com/ you
should set the ACS URL to https://www.authenticationserver.com/acs/ca

The domain and protocol of the URL will be used for OOB device's WebSocket and callback
URLs.

:= Example

The WebSocket URL is: wss://www.authenticationserver.com/acs/oob-ws/

The callback URL is: https://www.authenticationserver.com/acs/notify/

* Initiate CReq timeout in seconds

Defines the maximum amount of time between the completion of the TLS handshake and
the first CReq message sent to the ACS for processing. If the ACS does not receive any CReq
within the prescribed time, it returns a transaction timeout error.

Acceptable range: 15 to 60
+ Subsequent CReq timeout in seconds

Determines the amount of time a cardholder has to complete a single page in App mode.

However, the total time to complete the whole authentication process may not exceed the
Process timeout. If the cardholder does not complete a single page within the prescribed

time, ACS returns a transaction timeout error.
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Acceptable range: 300 to 1200
* RRes timeout in seconds

Defines the maximum amount of time the Directory Server has to respond with RRes to the
RReq sent by the ACS. If the Directory Server does not respond with RRes within the
prescribed time, ACS returns a transaction timeout error.

Acceptable range: 2 to 10
* Browser authentication timeout in seconds

Determines the amount of time a cardholder has to complete a single page in Browser
mode. However, the total time to complete the whole authentication process may not exceed
the Process timeout. If the cardholder does not complete a single page within the prescribed
time, ACS returns a transaction timeout error.

Acceptable range: 300 to 1200
* RReq retry interval in seconds

Failure to complete the initial connection and TLS handshake to the Directory Server for
sending RReq results in an immediate retry. Upon second failure, the ACS will wait for the
amount of time prescribed in RReq retry interval and retry to connect to the Directory Server.

Acceptable range: 5 to 20
* Process timeout in seconds

Defines the maximum amount of time a cardholder has to complete their authentication. If
the cardholder does not complete the authentication within the prescribed time, ACS returns
a transaction timeout error.

Acceptable range: 315 to 1260

* Apply button to save changes.
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Issuer Management

This section is used to define new issuers and issuer groups, or update existing information.

A group of issuers can be created for administration purposes. Issuer group determines which
issuers users have access to; the administration group determines at which level they have

access.

Links are provided to ActiveDevice Settings for assigning devices, and for creating a New Issuer

Group or New Issuer.

A list of existing issuers and their group memberships is displayed. You can browse to view
issuer and issuer group details by clicking on the Issuer Name and Group Membership links. The
list can be filtered by Issuer Name, Issuer ID, BINs, Status and License Expiry period.

System Management > Issuer Management displays:

* A list of Issuers
* ActiveDevice Settings link to the ActiveDevice Settings page.
* New Issuer Group link to the New Issuer Group page.

* New Issuer link to the New Issuer page.
Use the following fields to limit the number of issuers displayed:

- Issuer Name (complete or partial) or leave empty to return all matching issuers
* Issuer ID, defaults to All
* Issuer BINs (comma separate multiple BINs)
- Status - All (default), Enabled or Disabled
+ Select from the License key status drop down list:
o All (default)
° Valid
o Expired
o Expires in less than a month

o Expires in 1 to 3 months
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o Expires in 3 to 6 months
o Expires after due to expire in 1 to 6 months

* Click the Go button to display the new search results.
The following fields and links are displayed for each issuer:

* Issuer Name link to the Issuer Details page
* Issuer ID
* BINs - BIN numbers defined for the issuer

* Group Membership indicates the group to which the issuer belongs to. You can click on the
group name to display the Issuer Group Details page.

« Status - Enabled or Disabled

* License - Shows the status of the issuer's license key

New Issuer Group
System Management > Issuer Management > New Issuer Group
This page is used to define a new issuer group and to assign issuers to that group.
Use the following fields to add a new issuer group:
* Name of the issuer group. It is a good idea to use the word "group"” as part of the name for
example "ABC Group".
The system will automatically assign a Group ID to the issuer group.

« Optionally specify a parent by selecting from the Parent group drop down list.

This allows you to build a hierarchy of issuers and groups to suit your administration
requirements.

+ ACS URL - the system allows a separate URL to be created for each issuer group. If a
separate URL is required, it should be entered here.

+ ACS Challenge URL - the system allows a separate URL to be created for each issuer group.
If a separate URL is required, it should be entered here.

/" Note

Any changes to this URL will require changes to OOB device's WebSocket and callback URLs.
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. Uses confirmation - Indicates if the Issuer uses the confirmation method. Defaults to No.

In the Enrolment component, if Uses confirmation is enabled, the cardholder will be taken
through the sign up process. If set to disabled, the registration status of the card will be
checked and displayed to the cardholder.

When Activation During Shopping is enabled, if the cardholder is pre-registered and Uses
confirmation is No, the cardholder is required to create a 3-D Secure password (VbV
password / Mastercard SecureCode / JSecure password / American Express SafeKey /
ProtectBuy password) to use in the authentication process.

If Uses confirmation is Yes, the cardholder's existing registration data is used in the
authentication process, instead of requiring a new 3-D Secure password (VbV password /
Mastercard SecureCode / JSecure password / American Express SafeKey / ProtectBuy
password) to be created.

Select one or more issuers or groups to add to the group from the Issuer Members list or the
Group Members list. Use the Add >> button to add the issuers or child groups to the
Selected list.

You can use the <<Remove button to remove issuers or child groups from the issuer group.

» SecureCode MAC algorithm used in conjunction with SecureCode transactions (3DS1 only).

2 Note

This will be used only if the issuer’s Use parent keys option is enabled.

* IAV generation algorithm used in conjunction with Mastercard Identity Check transactions
(3DS2 only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.

« .. Visa CEMEA region used in conjunction with Verified by Visa and Visa Secure
transactions.

/" Note

o This will be used only if the issuer’s Use parent keys option is enabled.

o When Visa CEMEA region is set to Yes, then CAVV format will be updated to U3V7.
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. Verified by Visa CAVV format used in conjunction with Verified by Visa transactions (3DS1
only).

2 Note

This will be used only if the issuer’s Use parent keys option is enabled.

* Visa Secure CAVV format used in conjunction with Visa Secure transactions (3DS2 only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.

* Group Members - Use the Add >> and << Remove buttons to add or remove child groups that
should belong to the group.

* Issuer Members - Use the Add >> and << Remove buttons to add or remove issuers that
should belong to the group.

+ Use parent certificate, public and encryption keys option indicates that the group does not
have a certificate of its own and will use the parent group's certificate and registration API
public key and encryption key. This option is only enabled if you have specified a parent
group. Enabling the parent certificate will automatically enable the use parent keys options.

* Use parent keys option to indicate that the group does not have any keys of its own and will
use the parent group's keys. This option is only enabled if you have specified a parent group.

* Apply button to save changes.

/" Note

Once the issuer group has been created, you may optionally specify a separate ACS URL for it by editing the
Issuer Group Details.

Issuer Group Details

This page is used to view/edit issuer group details and assign issuers to, or remove issuers from,
the issuer group.

System Management > Issuer Management > Issuer Group Details - fields
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© info

See the New Issuer Group section of this document for additional information on these fields.

« Group ID is a unique identifier, which is used by the system in order to reference the group.
Group ID cannot be changed.

* Name of the issuer group

* Parent group - you can optionally define a parent group in order to create a hierarchy of
groups and issuers to suit your administration requirements.

+ ACS URL - the system allows a separate URL to be created for each issuer group. If a
separate URL is required, it should be entered here.

+ ACS Challenge URL - the system allows a separate URL to be created for each issuer group.
If a separate URL is required, it should be entered here.

/" Note

Any changes to this URL will require changes to OOB device’'s WebSocket and callback URLs.

+ Uses confirmation - Indicates if the Issuer uses the confirmation method.

The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered"” to utilise their pre-registration account information, instead of creating a new
3-D Secure password, to perform 3-D Secure authentication.

» SecureCode MAC algorithm to be used in conjunction with SecureCode transactions (3DS1
only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.

* AV generation algorithm used in conjunction with Mastercard Identity Check transactions
(3DS2 only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.
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Visa CEMEA region used in conjunction with Verified by Visa and Visa Secure
transactions.

2 Note

o This will be used only if the issuer’'s Use parent keys option is enabled.

o When Visa CEMEA region is set to Yes, then CAVV format will be updated to U3V7.

- Verified by Visa CAVV format used in conjunction with Verified by Visa transactions (3DS1
only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.

» Visa Secure CAVV format used in conjunction with Visa Secure transactions (3DS2 only).

/" Note

This will be used only if the issuer’'s Use parent keys option is enabled.

+ Group members - Child groups that belong to the group are listed in the Selected list. Other
groups (not belonging to any other group) are listed in the Available list. Use the Add >> and
<< Remove buttons to change the child groups that belong to the group.

* Issuer members - issuers that belong to the group are listed in the Selected list. Other
issuers are listed in the Available list. Use the Add >> and << Remove buttons to change the
issuers that belong to the group.

* Use parent certificate, public and encryption keys - Selecting this option indicates that the
issuer group does not have a certificate of its own and will use the parent group's certificate,
registration API public key and encryption key. The option is only enabled if you have
specified a parent group. Enabling the parent certificate will automatically enable the use
parent keys options.

2" Note

Enabling this option will remove the issuer group certificate (if it has one) from the system. You cannot retrieve
the certificate once removed.
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/" Note

When you disable this option, the issuer group will no longer use the parent's certificate. You need to create a
certificate request for the issuer group and have it signed by the appropriate CAs.

Warning

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
issuer group to avoid the administration overhead of changing this option later.

+ Use parent keys - Selecting this option indicates that the issuer group does not have any
keys of its own and will use the parent group's keys. The option is only enabled if you have
specified a parent group.

Selecting this option indicates that the issuer group does not have any keys of its own and
will use the parent group's keys. The option is only enabled if you have specified a parent

group.

/" Note

Changing this option invalidates the issuer group existing certificate. You either need to enable the 'Use parent
certificate' option or create a new certificate request, and have it signed by the appropriate CAs.
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/0

o
o
o
o
o
o
o
o
o

o

Note

SPA< group_id >

VbVA< group_id >

VbVB< group_id >

JCBA< group_id >

JCBB< group_id >
MSCA< group_id >
MSCB< group_id >

SKA< group_id >

SKB< group_id >

DCA< group_id >

DCB< group_id >
RSAVbV< group_id >_pub
RSAVbV< group_id >_pri
RSAMSC< group_id >_pub
RSAMSC< group_id >_pri
RSAJCB< group_id >_pub
RSAJCB< group_id >_pri
RSASK< group_id >_pub
RSASK< group_id >_pri
RSADC< group_id >_pub
RSADC< group_id >_pri

RSADEVICE< group_id >_pub
RSADEVICE< group_id >_pri

> is the issuer group's unique identifier as shown in the issuer group details:

Issuer Group Details

Enabling this option will delete the issuer group keys from the local HSM. Deleting keys is irreversible unless
you have previously backed them up. The following keys will be removed from the local HSM, where < group_id

If you are using other HSMs in your system, you also need to remove these keys from those

HSMs to keep them synchronised. You also need to update any other party who may use
these keys for verification of AAV (UCAF) or CVV (CAVV).
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Warning

Disabling this option will create new keys for the issuer group, where < group_id > is the issuer group's unique

identifier as shown in the issuer group details. The following keys will be created on the local HSM:

o

o

o

o

o

o

o

o

o

o

SPA< group_id >

VbVA< group_id >

VbVB< group_id >

JCBA< group_id >

JCBB< group_id >
MSCA< group_id >
MSCB< group_id >

SKA< group_id >

SKB< group_id >

DCA< group_id >

DCB< group_id >
RSAVbV< group_id >_pub
RSAVbV< group_id >_pri
RSAMSC< group_id >_pub
RSAMSC< group_id >_pri
RSAJCB< group_id >_pub
RSAJCB< group_id >_pri
RSASK< group_id >_pub
RSASK< group_id >_pri
RSADC< group_id >_pub
RSADC< group_id >_pri

RSADEVICE< group_id >_pub
RSADEVICE< group_id >_pri

If you are using other HSMs in your system, you also need to export these keys to those

HSMs to keep them all synchronised. You also need to update any other party who may use
these keys for verification of AAV (UCAF) or CVV (CAVV).

o

Tip

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

It is recommended that you make a decision to either enable or leave this option disabled at the time of
creating the issuer, to avoid the administration overhead of changing this option later.

Release Date: 06/09/2021 | AA Ver: 9.0.4 | Doc Ver: 9.0.4:2 Page 9



\ :
f~ ActiveAccess

® nnfo

Refer to New Issuer Group for additional information on these fields.

* Apply button to save changes.

/" Note

A group cannot be removed if it has other groups or Issuers belonging to it.

New Issuer
Use this page to define a new issuer and optionally assign the issuer to an issuer group.
System Management > Issuer Management > New Issuer - fields
- Status of Not Registered is automatically assigned to new issuers by the system and cannot
be changed until you have obtained a license key from GPayments.
« Enter the Name of the Issuing bank or financial institution.
You must enter a name that is unique in the issuer system.

« Enter an optional Password for the Issuing bank or financial institution.

This password is used for authentication of issuer connection to ActiveAccess via UAC. This
is in addition to the verification of issuer's client authentication and may be left empty if the
extra verification is deemed to be unnecessary.

+ ACS URL - the system allows for a separate URL to be created for each Issuer. If a separate
URL is required, it should be entered here.

- Show extended account information - Select Yes to display all cardholder pre-registration
account information, on the card details page, created during the cardholder's Pre-
registration with the system. When this option is disabled, only basic cardholder information
is displayed on this page.

« Uses confirmation - Select Yes or No to indicate if the Issuer uses the confirmation method.

The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered"” to utilise their pre-registration account information, instead of creating a new
3-D Secure password, to perform 3-D Secure authentications.
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. Event Logging - Disabled by default. Select Enabled to indicate event logging is required or
Enable V+ compatible to indicate event logging is required, and the maximum number of
Activation During Shopping opt-out events reported to the issuer is 9.

This feature allows issuers to download cardholder events through Registration Server
Notification messaging. A Notification is a record of a single cardholder event. Each event is
stored in ActiveAccess and a record is logged in the event a cardholder completes their
registration, opts-out of Activation During Shopping or locks their account.

- If the issuer is to be assigned to an issuer group, select the group from the Parent group
drop down list.

- If you have specified a parent group:

> You may select the Use parent certificate, public and encryption keys option to indicate
that the issuer does not have a certificate of its own and will use the parent group's
certificate and registration API public key and encryption key.

o You may select the Use parent keys option to indicate that the issuer does not have any
keys of its own and will use the parent group's keys.

* Apply button to save changes.

o Tip
Once you have created the Issuer record a confirmation message will be displayed:

Please note down the Issuer ID and Issuer Name, and send them to GPayments in order to request a license key for
the newly generated issuer.

/" Note

Once the new issuer has been created, you may optionally specify a separate ACS URL for it by editing the Issuer
Details.

©® info

Refer to Issuer Details for additional information on these fields.
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Issuer Details

This page is used to view/ edit issuer details and assign the issuer to, or remove the issuer from
an issuer group.

System Management > Issuer Management > Issuer Details (Local and Remote Issuers)

Use the following fields to view / edit issuer details:

/" Note

Not all fields will be visible to all issuers, depending on issuer or issuer group settings.

* Issuer ID is a unique identifier, which is used by the system in order to reference the issuer.
Issuer ID cannot be changed. Issuer ID is used in a number of situations such as requesting
license key for the issuer, sending pre-registration and final registration messages and also
forms part of the unique URL which is used for the issuer enrolment site.

« Status - Enabled or Disabled, if the issuer is registered. Prior to the issuer obtaining a valid
license key the Status is displayed as Not Registered and cannot be changed.

/" Note

An issuer account that does not have a valid licence key is practically disabled. This makes most functions
unavailable to the issuer including the enrolment, registration and authentication of cardholders.

* Name of the issuing bank or financial institution.

/" Note

This field forms part of the issuer licence key information. You will need to re-apply for a licence key if you
change this field.

* Password for the Issuing bank or financial institution.

This password is used for authentication of issuer connection to ActiveAccess via UAC. This
is in addition to the verification of issuer's client authentication and may be left empty if the
extra verification is deemed to be unnecessary.

* ACS URL - the system allows a separate URL to be created for each issuer. If a separate URL
is required, it should be entered here.
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. ACS Challenge URL - the system allows a separate URL to be created for each issuer. If a
separate URL is required, it should be entered here.

2 Note

Any changes to this URL will require changes to OOB device's WebSocket and callback URLs.

+ Show extended account information - Select Yes to display all cardholder data as sent by
the Registration APl messages in the card details page. When this option is disabled, only
basic cardholder information is displayed.

« Allow issuer to access rules - Select Yes or No to indicate if the Issuer can access the
business rules functionality.

Business rules are configurable settings which provide issuers control over the customer
process during the 3-D Secure transactions. Rules can be configured using a 3-D Secure
transaction's parameters such as the Transaction Amount, the Merchant ID, Merchant Name,
Acquirer BIN or Merchant Country.

/" Note

This feature is only available, if the custom pages are rule-compatible.

« If Allow issuer to access rules is set to Yes, then Grant Access to Business Admin and Grant
Access to Helpdesk checkboxes allow you to grant Business Admin and / or Helpdesk users
access to the Rules section. Whether these users have read only or full access is determined
by their Admins settings

* Authentication Server - Local or Remote (CAAS)

- If Remote (CAAS) is selected, CAAS server will be displayed, to allow selection of the
already configured remote authentication servers.

- If Authentication server is set to Remote (CAAS), optionally select the Risk engine
integration checkbox if the authentication process is to be integrated with the issuer's risk
engine.

* Risk chain - Select an already configured Risk Chain from the drop down list to enable Risk-
Based authentication for the issuer.

+ ACS interface - Select Native (default) or HTML from the drop down list.
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Identifies the ACS interface for presenting the challenge to the cardholder: Native Ul or
HTML Ul. In SDK mode, if the supported interface is not specified in the AReq, the ACS uses
the interface that is selected in this field.

 Uses confirmation - Indicates if the Issuer uses the confirmation method. Defaults to No.

The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered"” to utilise their pre-registration account information, instead of creating a new
3-D Secure password, to perform 3-D Secure authentications.

* Visa CEMEA region - Visa CEMEA require that a CAVV be generated and returned in all
PARes, = ARes and = RReq messages regardless of the authentication status. Set this field
to Yes, if this functionality is required.

/7 Note

o When Use parent keys option is enabled, the parent’s Visa CEMEA region will be used.

o When Visa CEMEA region is set to Yes, then CAVV format will be updated to U3V7.

+ SecureCode MAC algorithm - determines the algorithm which is used for calculation of AAV
field for SecureCode transactions. By default HMAC algorithm is used. You may change this
to CVC2 if required (3DS1 only).

/" Note

o The application generates two 3DES keys, when a CVC2 option is selected for the first time: MSCA<
issuer_id > and MSCB< issuer_id >.

° When Use parent keys option is enabled, the parent’s SecureCode MAC algorithm will be used.

* IAV generation algorithm - determines the algorithm which is used for calculation of AAV
field for Mastercard IDC transactions. By default, DS Transaction ID + PAN algorithm is used.
You may change thisto PAN, DS Transaction ID, Coded Amount + DS Transaction ID +
PAN, Or Merchant Name + Coded Amount + DS Transaction ID + PAN if required (3DS2

only).

/7 Note

When Use parent keys option is enabled, the parent’'s SecureCode MAC algorithm will be used.
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. Verified by Visa CAVV format used in conjunction with Verified by Visa transactions (3DS1
only).

/7 B Note

When Use parent keys option is enabled, the parent’s Verified by Visa CAVV format will be used.

» Visa Secure CAVV format used in conjunction with Visa Secure transactions (3DS2 only).

4 B Note

When Use parent keys option is enabled, the parent’s Verified by Visa CAVV format will be used.

* Force cardholders to use device - if Device Authentication is available, select Yes to force
cardholders to register their authentication device during the 3-D Secure authentication
process. Select No, to provide cardholders with a link to allow them to register their
authentication device.

- Event Logging - Disabled (default) or Enabled to indicate event logging is required; or Enable
V+ compatible to indicate event logging is required and the maximum number of Activation
During Shopping opt-out events reported to the issuer is 9.

* Parent group - select the group to which the Issuer belongs, if any.

/" Note

The issuer can only be assigned to a single group; however the group itself can belong to another group. This
enables you to create a hierarchy of issuers and groups to suit your administration needs.

* License key - copy license key provided by GPayments and click Apply button. The Status
will then change to Enabled.

o License status - once you have entered a valid license key the license status will display
the validity period for the key (e.g. License key is valid until 01/03/2019), the 3-D Secure
authentication protocol version, and whether Risk, OOB, Decoupled Authenticator, NPA,
APP, and 3Rl features are supported.

/" Note

If the licence key is not present, invalid or expired, the issuer account is practically disabled. This makes most

functions unavailable to the issuer including authentication of cardholders, registration and = whitelisting.
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. Issuer BINs - Use the BIN Management link to add, edit, delete, enable and disable one or
more BINs for the issuer and specify if device authentication or . whitelisting is available
for cards that belong to the specified BIN.

+ Use parent certificate, public and encryption keys - Selecting this option indicates that the
issuer does not have a certificate of its own and will use the parent group's certificate,
registration API public key and encryption key. The option is only enabled if you have
specified a parent group. Using the parent certificate is only possible if you have also chosen
to use the parent keys. Enabling this option automatically enables the use parent keys.

2 Note
o Enabling this option will remove the issuer's certificate (if it has one) from the system. You cannot retrieve
the certificate once removed.
° Enabling this option will disable the issuer's CAVV/IAV related configuration and use parent'’s.

o When you disable this option, the issuer will no longer use the parent's certificate. You need to create a
certificate request for the issuer and have it signed by the appropriate CAs.

O Tip

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
issuer to avoid the administration overhead of changing this option later.

+ Use parent keys - Selecting this option indicates that the issuer does not have any keys of its
own and will use the parent group's keys. The option is only enabled if you have specified a
parent group.

2 Note

o Changing this option invalidates the issuer's existing certificate. You either need to enable the 'Use parent
certificate’ option or create a new certificate request, and have it signed by the appropriate CAs.

° Enabling this option will disable the issuer's CAVV/IAV related configuration and use parent’s.
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o

o

o

o

o

o

o

o

o
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A Warning

shown in the issuer details:

SPA< issuer_id >

VbVA< issuer_id >

VbVB«< issuer_id >

JCBAc< issuer_id >

JCBB< issuer_id >
MSCA< issuer_id >
MSCB«< issuer_id >

SKA«< issuer_id >

SKB< issuer_id >

DCA< issuer_id >

DCB< issuer_id >
RSAVbV< issuer_id >_pub
RSAVbV< issuer_id >_pri
RSAMSCx< issuer_id >_pub
RSAMSCx< issuer_id >_pri
RSAJCB< issuer_id >_pub
RSAJCB< issuer_id >_pri
RSASK< issuer_id >_pub
RSASK< issuer_id >_pri
RSADC< issuer_id >_pub

RSADC< issuer_id >_pri

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

Enabling this option will delete the issuer's keys. Deleting keys is irreversible unless you have previously
backed them up. The following keys will be removed, where < issuer_id > is the issuer's unique identifier as

You also need to update any other party who may use these keys for verification of AAV (UCAF) or CVV
(CAWV).
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- Email Address - may be used in OTP emails (parameter: SlssuerEmail - max 128 char).

* Customer service phone number may be used in OTP emails (parameter:
$ServicePhoneNumber - max 32 char).

Note

unique identifier as shown in the issuer details, will be created:

SPA< issuer_id >

VbVA< issuer_id >

VbVB«< issuer_id >

JCBAc< issuer_id >

JCBB< issuer_id >
MSCA< issuer_id >
MSCB«< issuer_id >

SKAc< issuer_id >

SKB< issuer_id >

DCA< issuer_id >

DCB< issuer_id >
RSAVbV< issuer_id >_pub
RSAVbV< issuer_id >_pri
RSAMSCx< issuer_id >_pub
RSAMSCx< issuer_id >_pri
RSAJCB< issuer_id >_pub
RSAJCB< issuer_id >_pri
RSASK< issuer_id >_pub
RSASK< issuer_id >_pri
RSADC< issuer_id >_pub

RSADC«< issuer_id >_pri

You also need to update any other party who may use these keys for verification of AAV (UCAF) or CVV
(CAWV).

Tip

issuer to avoid the administration overhead of changing this option later.

Copyright ©2021 GPayments Pty Ltd. All rights reserved.
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Disabling this option will create new keys for the issuer. The following keys, where < issuer_id > is the issuer's

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
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. ActiveDevice Settings - used to assign one or more device types to a selected issuer and
specify device sharing rules.

* Apply button to save changes.

BIN Management

This section is used to manage BINs of a specified issuer. Each BIN provides a link to allow you
to edit the BIN, the status of Device over 3-D Secure, = the status of whitelisting or the status of
the BIN. BINs can be selected and deleted from the system using the Delete button. Only BINs
which have no cards assigned to them on the system can be deleted. The Enable and Disable
buttons can be used to change the status of the BIN. New BINs can be added for the issuer
through the Add BIN link, and device authentication and/or = whitelisting can be made available
for cards that belong to the specified BIN.

System Management > Issuer Management > Issuer Details > BIN Management > Add BIN
Use the following fields to add a BIN:

* Issuer is displayed and cannot be changed
* BIN

* Device over 3-D Secure - Disabled or Enabled to specify if device authentication is available
for cards that belong to this BIN

- [/ Whitelisting - Disabled or Enabled to specify if the process of placing 3DS Requestors on
the cardholders' trusted beneficiaries list is available for cards that belong to this BIN.

- Status - Disabled or Enabled to specify the availability of the 3-D Secure service for cards
that belong to this BIN. Cards with a Disabled BIN cannot be enrolled, registered or
authenticated

* Apply button to save changes.

ActiveDevice Settings

This section is used to assign one or more device types to a selected issuer and specify device
sharing rules. An issuer may choose to share devices with none, all, or a selected number of
issuers and issuer groups.
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/" Note

Device parameters for SMS and email devices are issuer specific and these devices are not shared between issuers
and issuer groups. However, the same mobile numbers / email addresses can be registered for different issuers.
ActiveAccess treats SMS / email devices that have the same mobile numbers / email addresses as independent

devices.

System Management > Issuer Management > Issuer Details > ActiveDevice Settings
Use the following fields to view / edit ActiveDevice settings:

* Issuer

* Supported devices - authentication devices accepted by the Issuer are listed in the Selected
list. Other available devices not currently selected by the issuer are listed in the Available list.
Use the Add and Remove buttons to change the tokens assigned to the issuer.

Warning

If you remove any of the supported devices, the cardholder will no longer be able to use that device and

transactions may fail.

+ Allow sharing device with allows the issuer to share its devices will all, none or a selected

list of issuers and groups.

* Apply button to save changes.

To view device parameter details, click the Device Parameters button.

The Edit Device Parameters page will be displayed.

Warning

For hardware and software token devices, changing device parameters may adversely affect the authentication of
users. Such device parameters must be left as default unless absolutely necessary. You must consult with the
device manufacturer before making any changes to these parameters.

2" Note

For information on default device parameters, go to Device Management.
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Edit Device Parameters
The first available Device type for the selected Issuer is displayed.
Use the following fields to edit Device Parameters:

* Device type This parameter can be left as the default or customised for the selected issuer.
The available device types are:
o Backup Device
o .2 Decoupled Authenticator
o Email
° 00B
o SMS
o VASCO

+ Use device's default parameters - if this option is selected, it indicates that the issuer will
use the Default Device Parameters for the selected device.

Deselect the checkbox to customise the device parameters. If the checkbox is already
deselected, you can reset the parameters to the default by selecting it.

/" Note

For full details of device parameters, refer to Default Device Parameters.

The following fields are additional to the configurable fields in Default Device Parameters:

* Device type: SMS

o Available SMS Centres - use the Add >> and << Remove buttons to select the
appropriate SMS Centres.

* Device type: OOB

o Available OOB adapters - use the Add >> and << Remove buttons to select the
appropriate OOB Adapters

« .. Device type: Decoupled Authenticator

o Available Decoupled Authenticator adapters - use the Add >> and << Remove buttons to
select the appropriate Decoupled Authenticator Adapters.
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Group Management

System Management > Group Management

This section is used to set up and maintain issuer groups. It provides access to the same
functions as the Issuer Management section, but from an issuer group perspective.

Organising related issuers in a group can greatly reduce the issuer administration overhead.
Groups can have their own keys (AAV key | ', CVC2 keys |2, CVV keys | 2, IAV HMAC keys |4 and
signing key | °) and certificates. An issuer can be configured to use the parent group's keys to
reduce the number of keys generated and as a result, also reduce the overhead of key
management tasks for synchronizing multiple hardware security modules. An issuer may also be
configured to use the parent group's certificate in order to reduce the overhead of certificate
management and renewal.

A list of issuer groups and their issuer and group members is displayed. You can browse to view
issuer group and issuer details by clicking on the Group Name, Issuer Members and Group
Members links.

The following fields and links are displayed.:

+ Group Name links to Group Details page
* Group ID

* Group Members links to Issuer Group Details page, shows the issuer groups and issuers
that belong to this group

* Issuer Members links to Issuer Details page, shows the license key and certificate details
for the selected issuer

* New Issuer Group

* New Issuer

1. 192-bit generic key, used in AAV HMAC calculation for SecureCode transactions

2. Pair of DES or 3DES keys, used in AAV CVC2 calculation for SecureCode transactions

3. Pair of DES or 3DES keys, used in CVV calculation for VbV and Visa Secure transactions
4. 256-bit generic key, used in IAV HMAC calculation for IDC transactions

3. RSA key pair, used for signing the PARes messages and ACSSignedContent in ARes for app-based transactions.
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About Authentication Management

The Authentication Management section is used for:
+ Device Management - for finding, setting up and managing devices used in the
authentication process.

* Risk Management - for managing risk chains and risk adapters used in 3DS2 risk based
authentication.

+ 00B Management - for registering and managing the OOB adapters used for performing Out
of Band (OOB) authentication challenges.

« .. Decoupled Authenticator Management - for registering and managing the Decoupled
Authenticator adapters used for performing Decoupled authentication challenges.
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Device Management

The Device Management section is grouped with 00OB Management, Decoupled Authenticator
Management and Risk Management in the Authentication Management section.

This section is used for finding devices, updating device status, uploading hardware token device
initialization seed files, and configuring default device parameters.

/" Note

The term 'devices' is used as a generic term for both devices used for authentication and authentication methods. It
includes:

+ Hardware and software tokens

+ Authentication methods such as OTP with SMS or email

+ A standalone backup token

© info

Device files for hardware tokens are provided by the device manufacturer and contain information that uniquely
identifies each authentication device and can be used to verify the tokens / passwords generated by that device.
Each hardware token device is identified by a serial number. The serial number is determined by the device
manufacturer and must be unique per device type.

Once a seed file is uploaded into the system, cards can be assigned to devices by linking device serial numbers with
card accounts. Once an account is linked with a device serial number, the card enrolment process is complete.

System Management > Authentication Management > Device Management displays

* A list of recently uploaded device seed files for hardware tokens. By default the system
displays the seed files uploaded in the last 10 days.

« Edit Default Device Parameters
* Upload File to schedule a new job

* Find Device to view or edit the details of each device.
Use the following fields to limit the upload files displayed:

* Issuer
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. Device Type

* From and To Date

* Refresh button to display the new list.

The following fields and links are displayed:

+ Job number link to the Job Details page to view job details including any error message or
warnings.

* Issuer name (owner of the devices)

* File Name

* Device type

* When the upload was Started and Finished

* Number of Attempts before the upload was finished

- Status of the job: get the current status by pressing the refresh button

Job Details

This page displays details of the seed file upload, including any error messages or warnings, for
the job selected on the Upload File page.

System Management > Authentication Management > Device Management > Job Details displays

* Issuer name

+ Job number

* Uploaded - date and time when the file was first uploaded
* Device type

* File Name

« Start and Finish date and time the job

« Attempts before the upload was finished

+ Status

* Error message, if any.

* Error details

+ Warnings
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Edit Default Device Parameters

System Management > Authentication Management > Device Management > Edit Default Device
Parameters

Each device has its own set of device parameters. In the case of hardware tokens, these are
manufacturer-defined parameters, such as VASCO, supported by adding additional libraries and
installing vendor specific drivers. Other devices, such as SMS and Email are virtual devices
natively supported by ActiveAccess.

Device parameters can be customised per issuer. By default this customisation is disabled, such
that all issuers use the default device parameters.

Use the following fields to edit default device parameters:

* Device type
The options are:
o Backup Device
o Email
o 0OB (Out of Band)
o SMS
o VASCO

SMS

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - SMS

SMS is a virtual device natively supported by ActiveAccess. This is in contrast to some third
party devices such as VASCO which are supported by adding additional libraries and installation
of vendor specific drivers.

The SMS device can be used as a backup device.

The SMS device parameters page is where the administrator can setup the system for sending
SMS messages. ActiveAccess supports SMPP-API-0.3.9.1 (Short Message Peer to Peer)
protocol for sending SMS messages to an SMS gateway, also known as an SMSC (Short
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Message Service Centre). The SMS gateway is normally provided by the business section of your
preferred telecommunications company.

The connection to the SMSC must be over TCP/IP. The details of connection to the SMSC will be
provided by your telecommunications company.

Use the following fields to edit SMS Device Parameters:

* Device type - SMS
+ SMS token type - ActiveAccess can generate two types of SMS tokens:

o Instant - the system generates one SMS token per authentication. The token is
generated and sent to the cardholder's mobile phone, after the verify enrolment request
is received by ActiveAccess.

o Batch - the cardholder receives a batch of SMS tokens beforehand. The batch SMS
message contains a batch reference number and a list of generated tokens, each
identified by a letter of the alphabet. The cardholder is then asked to enter a token that
corresponds with a